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Class 1: SAML Federation with F5

1.1 Getting Started

1.1.1 Lab Network Setup

In the interest of focusing as much time as possible configuring and performing lab tasks, we have provided
some resources and basic setup ahead of time. These are:

Cloud-based lab environment complete with Jump Host, Virtual BIG-IP and Lab Server

Duplicate Lab environments for each student for improved collaboration

The Virtual BIG-IP has been pre-licensed and provisioned with Access Policy Manager (APM)

Pre-staged configurations to speed up lab time, reducing repetitive tasks to focus on key learning
elements.

If you wish to replicate these labs in your environment you will need to perform these steps accordingly.
Additional lab resources are provided as illustrated in the diagram below:
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1.1.2 Timing for labs

The time it takes to perform each lab varies and is mostly dependent on accurately completing steps. This
can never be accurately predicted but we strived to provide an estimate based on several people, each
having a different level of experience. Below is an estimate of how long it will take for each lab:

Lab Description Time Allocated
LAB | (SAML Service Provider (SP)) | 25 minutes
LAB Il (SAML Identity Provider (IDP)) | 25 minutes
LAB Il (Kerberos to SAML) 25 minutes
LAB IV (SAAS Federation IAPP) 25 minutes

1.1.3 Authentication — Credentials

The following credentials will be utilized throughout this Lab guide.

Credential Use User ID Password
BIG-IP Configuration Utility (GUI) admin admin
BIG-IP CLI Access (SSH) root default
Jump Host Access f5demo\user | Agility1
All User authentication for Labs/Tasks | user Agility1




1.1.4 Utilized Browsers

The preferred browsers for this lab are Firefox and Internet Explorer. Shortcut links have been provided to
speed access to targeted resources and assist you in your tasks. Except where noted, either browser can
be used for all lab tasks.

1.1.5 General Notes

As noted previously, environment staging has been done to speed up lab time, reducing repetitive tasks to
focus on key learning elements. Where possible steps that have been optimized have been called out with
links and references provided in the Additional Information section for additional clarification. The intention
being that the lab guide truly serves as a resource guide for all your future federation deployments.

1.2 Lab 1: SAML Service Provider (SP) Lab

The purpose of this lab is to configure and test a SAML Service Provider. Students will configure the various
aspects of a SAML Service Provider, import and bind to a SAML Identity Provider and test SP?Initiated
SAML Federation.

Objective:
» Gain an understanding of SAML Service Provider(SP) configurations and its component parts
» Gain an understanding of the access flow for SP-Initiated SAML

Lab Requirements:
+ All Lab requirements will be noted inf the tasks that follow

Estimated completion time: 25 minutes

1.2.1 TASK 1 ? Configure the SAML Service Provider (SP)

SP Service

1. Begin by selecting: Access -> Federation -> SAML Service Provider -> Local SP Services
2. Click the Create button (far right)

Access » Federation : SAML Service Provider : Local SP Services
-

‘SAML Service Provider + | SAML Identity Provider = | SAML Resources | OAuth Authorization Server = OAuth Client /Resource Server = | PingAccess -

Create

SAML IdP Connectors Description Partition

3. In the Create New SAML SP Service dialog box click General Settings in the left navigation pane
and key in the following as shown:

Name: app.f5demo.com
Entity ID: | https://app.f5demo.com

4. Click OK on the dialogue box




Create New SAML SP Service

-

4 Endpoint Sefttings
& Security Setlings

4 Authentication Context Entity ID*:
4" Advanced Settings Ihnps:ffapp.fﬁdemu.cum |
SP Name Settings

Scheme : Host :
hitps D

app.fSdemo.com I

Description :

Relay State :

OK Cancel

Note: The yellow box on Host will disappear when the Entity ID is entered.

IdP Connector

1. Click on Access ?> Federation ?> SAML Service Provider ?> External IdP Connectors or click
on the SAML Service Provider tab in the horizontal navigation menu and select External IdP Con-
nectors

2. Click specifically on the Down Arrow next to the Create button (far right)

3. Select From Metadata from the drop down menu

Usett Local SP Senices ? connectors. When you use this BIG-IP system as a SAML senice provider, it sends authentication requests to the IdP and in tum receives assertions from the IdP. You can create, edit and delete IdP connections by
click

Connector Automation
Creale
—— Authentication Context Classes '
[ fvarme— SAML SP Senvices Description Partition Custom
From Metadata I

From Template... b

4. In the Create New SAML IdP Connector dialogue box, click Browse and select the
idp.partner.com?app_metadata.xml file from the Desktop of your jump host.

5. In the Identity Provider Name field enter idp.partner.com:
6. Click OK on the dialog box




Create New SAML I|dP Connector

Select File*:

idp.partner.com-app_metadata.xml

| Browse

dentity Provider Mame*:
idp.partner.com

— ; on desktop
Select Signing Cerificate :

Note: The idp.partner.com-app_metadata.xml was created previously. Oftentimes, IdP providers will
have a metadata file representing their IdP service. This can be imported to save object creation time
as it has been done in this lab

7. Click on the Local SP Services from the SAML Service Providers tab in the horizontal navigation
menu

8. Click the checkbox next to the previously created app.f5demo.com and click Bind/Unbind IdP Con-
nectors at the bottom of the GUI

Access » Federation : SAML Service Provide zal 5P Services

% ~ SAML Sarvice Provider = | SAML Identity Provider = SAML Resources OAuth Authorizalion Server = | OAuth Client/ Res

Local SP Services
External laP Conneclors
Connecion Automation

Authenticabion Conlen! Classes

@ Name - - SAML IdP Connectors £
IIJ'I app.fSdemo.com I

[ Edt | [ Detete | [ BindundindioP Connectors || [ Export Metadata |

9. In the Edit SAML IdP’s that use this SP dialogue box, click the Add New Row button
10. In the added row, click the Down Arrow under SAML IdP Connectors and select the /Com-




mon/idp.partner/com SAML IdP Connector previously created
11. Click the Update button and the OK button at the bottom of the dialog box

x
Edit SAML |dP's that use this SP

IdP Connectors associated with this 5P Service

) a] L0

Matching Value

12. Under the Access ?> Federation ?> SAML Service Provider ?> Local SP Services menu you
should now see the following (as shown):

Name: app.f5demo.com
SAML IdP Connectors: | idp.partner.com

Access » Federation : SAML Service Provider : Local SP Services
M -~  SAML Service Provider » | SAML Identity Provider = | SAML Resources  Ouwuth Aut

7] Name - SAML IdP Connectors

app.fSdemo.com idp.partner.com

1.2.2 TASK 2 ? Configure the SAML SP Access Policy

1. Begin by selecting Access ?> Profiles/Policies ?> Access Profiles (Per?Session Policies)

2. Click the Create button (far right)
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Access » Profiles | Policies on Policies)

1% + Access Profiles

P ync Customization

F | search Import...
| v| | [~] Status ‘ « Access Profile Name + Application ¢ Profile Type Per-Session Policy Export Copy  Logs Virtual Servers.  Partition / Path
| = access Al (none) (none)  (none) Common

3. In the New Profile window, key in the following:

Name: app.f5demo.com?policy
Profile Type: 211 (from drop down)
Profile Scope: | Profile (default)

4. Scroll to the bottom of the New Profile window to the Language Settings

5. Select English from the Factory Built?in Languages on the right, and click the Double Arrow (<<),
then click the Finished button.

Access » Profiles ! Policies : Access Profiles (Per-Session Policies) :: New Profile..

General Properties
Name [ appfsdemo.compoliy
Farent Profile | access
Profile Type All -

Profile Scope I! Profile 3

Language Settings

Additional Languages [ Afar (aa) [~ | Add

Accepted Languages Factory Builn Languages
panese -
hinesa (Simphfied) (Zh-cn)
hinase (Tradiional) (2h-lw)

an (ko)

Languages nish (8s)
‘~ Erench (Ir)

rman (de)

Defaull Language English (en) =

Cancel JFinished

6. From the Access ?> Profiles/Policies ?> Access Profiles (Per?Session Policies) screen, click the

Edit link on the previously created app . £5demo.com?policy line
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Access » Profiles / Policies : Access Profiles (Per-5

1+ ~ | Access Profiles Per-Re

sion Policies)

equest Policies | Policy Sync Customization -

I | search

|v| || ~| Status | ~ Access Profile Name

< Application = Profile Type | Per-Session Policy |
= access Al (none)
||:| = app.fSdemo.com-palicy All

7. In the Visual Policy Editor window for /Common/app. f5demo.com?policy, click the Plus (+) Sign
between Start and Deny

Access Policy: /Common/app.fSdemo.com-policy | &ditendings

Il
Start oo Deny

Add New Macro

8. In the pop?up dialog box, select the Authentication tab and then click the Radio Button next to
SAML Auth

9. Once selected, click the Add Item button
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Leagn [ Authentication [l Asseoment | | Endocint Security (Server Side) | { Endosint Security (Clent-Sde) | [ General Purpese | .

) AD Active Directory suthentication of end Lser creden tials

() ADQuery Actrve Directory query to pul user attributes for use wath resource assgnment or other funchons, such as AD group
mapping

() Clent Cert Inspecton Check the result of dient cerlificale authenticabion by the Local Traffic Clent S5L profie

) CRLDP Auth Certificate Revocation List Destribution Poaint (CRLDP) chent cortficate authenticaton

() HTTP Auth HTTP suthentication of end user credentials

() erberos Auth Kerherns authentication, typically following an HTTP 401 Response action

) LDAP Auth LOAP authentication of end user credentials

() LDAP Query LDAP query to pul user attributes for use with resowrce assignment or other functions, such s LDAP group mepping

() LocalDB Auth Local Database Authentication

) NTLM Auth Resull NTLM sulhenbication of end user credentiale

) ocse auth Onlne Certificate Status Protocol (DCSP) dient certificate authentication

() On-Demand Cert Auth Dynamically initiate an 55U re-handshake and validate the received dient cerlificate

() OTP Generate Generate One Time Passcode (OTF)

) oTP venfy Verify One Time Passcade (OTP)

O RADIUS Acct Send accounting messages to & RADILS server when users log on and off

) RADIUS Auth RADIUS authenticaton of end user credentials

) RSASeasID RSA SeaurlD two-factor authentication of end user credenbials

SAM| Auth using SAML Service Provader Interface

TACACS 4 Acct Send accounting messages to 8 TACACS 4 server when users log on and off

L

L Ta TAALAS i boidkeclecllon off sad ann s domllals

Cancel Add [tem

Help

10. In the SAML Auth configuration window, select /Common/app. f5demo.com from the AAA Server

drop down menu

11. Click the Save button at the bottom of the window

JrF'ruperﬁes*] fEranch F‘.ules]

MName: [SAML Auth

SAML Authentication SP

AAA Server

| fCommonapp.f5demo.com El

12. In the Visual Policy Editor window for /Common/app.f5demo.com?policy, click the Plus (+)
Sign on the Successful branch following SAML Auth
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Access Policy: /Common/app.fSdemo.com-policy  editendings

|
Start fallback ]

SAML Auth

=

3o

fallback = E D

Add New Macro

13. Inthe pop-up dialog box, select the Assighment tab, and then click the Radio Button next to Variable
Assign

14. Once selected, click the Add Item buton

O

O 0

O OO 0O 00O 00

BWC Policy
Citrix Smart Access
Dynamic ACL

LDAP Group Resource Assign

Links Sections and Webtop
Assign

Poal Assign
ROG Policy Assign

Resource Assgn

Route Domain and SNAT
Selection

550 Credential Mapping
Variable Assign
VMwrare View Po

' Cancel || Add Ttem

Assign existing Access Control Lists (ACLs)

Map ACLs and resources based on user Active Directory group membership
Expression-based assignment of Connectivity Resources, Webtop, and ACLs

Assign Bandwidth Controller policies

Enable Citrix Smartaccess filters when deploying with XenApp or XenDesklop

Assign and map Access Control Lists (ACLs) retrieved from an external directory such as RADILS or LDAP
Map ACLs and resources based on user LDAP group membership

Ascign a Webtop, Webtop Linke and Webtop Sectione

Agsign a Local Traffic Pool

Assign an access profile to use to authorize host/port on the Remote Desktop Gateway
Assign Connectivity Resources

Dynamically select Route Domain and SNAT settings

Enables Sngle Sign-On (550) credentials caching and assigns 550 variables

Assign custom variables, configuration variables, or predefined session variables

Speafy a policy that will apply to YMware View connections

15. In the Variable Assign configuration window, click the Add New Entry button

14



16. Under the new Assignment row, click the Change link

17. In the pop?up window, configure the following:

Left Pane

Variable Type: | Custom Variable

Security: Unsecure

Value: session.logon.last.username
Right Pane
Variable Type: Session Variable

Session Variable:

session.saml.last.attr

.name.emailaddress

18. Click the Finished button at the bottom of the configuration window

19. Click the Save button at the bottom of the Variable Assign dialog window

JFProperties‘w [’Branch Rules]

Name: |l-'ariah|e Assign

B

Insert Before:

session.logon.last. username

Session Variab

[lzst.attr.name. emailaddress|

| ) )
| session.saml.last.attr.name.emailaddress '

20. In the Visual Policy Editor select the Deny ending along the fallback branch following the Variable

Assign

15



Access Policy: /Common/app.fSdemo.com-policy ' et Endings

X ——x-
oy ek | Successiul | [T — _n falback+_»_E

SAML Auth
falback | :h

Add New Macro

21. From the Select Ending dialog box, select the Allow button and then click Save

Help |

22. In the Visual Policy Editor click Apply Access Policy (top left) and close the Visual Policy Editor

Access Policy: /Common/app.fSdemo.com-policy | edt endings

X —.
Eﬂ_&‘_ Eu:cuiful*‘_»_ Variable fallback - ;
P

Allow
+-» } Deny

Add New Macro

16



1.2.3 TASK 3 ? Create the SP Virtual Server & Apply the SP Access Policy

1. Begin by selecting Local Traffic -> Virtual Servers
2. Click the Create button (far right)

Local Traffic «» Virlual Servers : Virlual Server Lisi

£ ~  Virual Jerver List

, Search |Reset Searcn
|+ | |~ Sfalus = Nama  Descriptign | © Applicabon  * Destinaton © Senice Fon @ Type Resources + Parivon /Path
=1 | |

Mo records 1o display

Enabia Disable Delate.._

3. In the New Virtual Server window, key in the following as shown:

General Properties

Name: app.f5demo.com
Destination Address/Mask: | 10.1.10.100
Service Port: 443

Configuration
HTTP Profile: http (drop down)
SSL Profile (Client) | app. f5demo.com?clientssl

Access Policy
Access Profile: | app.f5demo.com?policy

Resources
iRules: ‘ application?irule

4. Scroll to the bottom of the configuration window and click Finished

17



Local Traffic » Virtual Servers : Virtual Server List »» New

v Virtual Server...

Egneral Pmpe_rties
Name W
Description I
Type | Standard w
Source Address |
Destination Address/Mask
Service Por

Notify Status to Virtual Address | [

state [Enabied [v]

Configuration: | Basic |~/
Protocol ‘ | Tcp v
Protocol Profile (Client) ! | tep v
Protocol Profile (Server) | | (Use Client Profile) w
HTTP Profile http v
FTP Profile [None -

{
RTSP Profile “Nune
|None w

SSH Proxy Profile

Selected

Available

200154

SSL Profile (Client) emo.com-clientss

clientss!
clientsskinsecure-compatible
clientsslsecure
crypto-server-default-chentss|
wom-default-clientss|

W

18




Access Policy
Access Profile

Connectivity Profile

Per-Request Policy

app.fodemo.com-policy i+

+ |Nnne w
|Nune w

VDI Profile I None w
Application Tunnels (Java &
OAM Support [JEnabled
Resources
Enahled Available
|i£‘aman - “sys_auth_ssl_co_ldap *
_sys_auth_ssl_crldp
iRules _sys_auth_ssl_ocsp —
_sys_auth_tacacs L
bl _sys_https_redirect %
Enahled Available
Fuolicies
Default Poal INDHB :
Default Fersistence Profile I MHone :
Fallback Persistence Profile INDHB j

[ Cancel H Repeat ] Finished
Note: The iRule is being added in order to simulate an application server to validate successful

access.

1.2.4 TASK 4 ? Test the SAML SP

1. Using your browser from the jump host, navigate to the SAML SP you just configured at https://
app . £5demo . com (or click the provided bookmark)

19



[ https:/fapp.fidemo.com/ % | =+

{' * t pp fhdemo.com I
i) Big-1P [ idp.deemn.cwl Ij appﬁdmo.cnmla idp.partner.com [l app.partnercom [ saasfSdemo.com

2. Did you successfuly redirect to the IdP?

3. Log in to the IdP. Were you successfully authenticated?

Note: Use the credentials provided in the Authentication section at the beginning of this guide
(user/Agility1)

After successful authentication, were you returned to the SAML SP?
Were you successfully authenticated to the app in the SAML SP?

Review your Active Sessions (Access ?> Overview ?> Active Sessions)

N o o &

Review your Access Report Logs (Access ?> Overview ?> Access Reports)

1.3 Lab 2: SAML Identity Provider (IdP) Lab

The purpose of this lab is to configure and test a SAML Identity Provider. Students will configure the various
aspect of a SAML Identity Provider, import and bind to a SAML Service Provider and test IdP-Initiated SAML
Federation.

Objective:
» Gain an understanding of SAML Identity Provider(ldP) configurations and its component parts
» Gain an understanding of the access flow for IdP-Initiated SAML

Lab Requirements:
+ All Lab requirements will be noted in the tasks that follow

Estimated completion time: 25 minutes

1.3.1 TASK 1 ? Configure the SAML Identity Provider (IdP)

IdP Service

1. Begin by selecting: Access ?> Federation ?> SAML Identity Provider ?> Local IdP Services
2. Click the Create button (far right)

Access » Federation : SAML ldentity Provider : Local P Services

£ ~  SAML Service Provider -~ SAML Identity Provider ~ SAML Resources = OAuth Authorization Server ~ | OAuth Client/ Resource Server ~ | PingAccess -
e ———

I Create
i Exernal SP Connectors '

] | Name -« SAML SF Cor, Porial Access Resources Log Description Partition

s
Atifact Resolution Senvices

3. In the Create New SAML IdP Service dialog box, click General Settngs in the left navigation pane
and key in the following:

20



IdP Service Name:

idp.f5demo.com?app
IdP Entity ID:

https://idp.f5demo.com/app

Create New IdP Service

% General Settings . ..
<& SAML Profiles id;.fﬁdemo.mmﬁaé I
4 Endpoint Settings

+0 Assertion Settings

& SAML Attributes Ihltps:.f!id p.fsdemo.com/a pq

4 Security Setlings

IdP Mame Settings
Scheme : Host :
hitps b
Description :
Log Setting :

Fram Access Profile »

1 8] )8 ][ Cancel I

Note: The yellow box on “Host” will disappear when the Entity ID is entered

4. In the Create New SAML IdP Service dialog box, click Assertion Settings in the left navigation pane
and key in the following:

Assertion Subject Type:

Persistent Identifier (drop down)
Assertion Subject Value:

%{session.logon.last.username} (drop down)

21



e v ® N o

Create New IdP Service

<% General Settings

“sserion subject Type :
Persistent [dentifier

Assertion Subject Value™:
Y{zession.logon.lastusername}

# Assertion Settings
=y =AML Atinibutes
& Security Seftings

Authentication Context Class Reference :
urnoasis:names:tc.3AML 2 0.acclasses:PasswordProtectedTransm | v

Assertion Validity (in seconds) :
G00
[[] Enable encryption of Subject

Encryption Strength :
AES1Z28

] ][ Cancel

In the Create New SAML IdP Service dialog box, click SAML Attributes in the left navigation pane
and click the Add button as shown

In the Name field in the resulting pop-up window, enter the following: emailaddress
Under Attribute Values, click the Add button

In the Values line, enter the following: % {session.ad.last.attr.mail}

Click the Update button

Click the OK button

22



Create New IdP Service

'@ General Seltings
& SAML Profiles

4" Endpoint Settings
B Assertion Settings
« SAML Aftributes
4" Security Settings

SAML Attributes

[ | Name =

Value(s)

| Cancel

23



Create New SAML Attribute

ame*;
emailaddress

Attribute Value(s)

Yi{zession.ad.last.attrmail}

Cancel

Encr'vpt

il
(T
[¢]
(T

Type . AEZ128

11. In the Create New SAML IdP Service dialog box, click Security Settings in the left navigation pane
and key in the following:

Signing Key: | /Common/SAML. key (drop down)
Signing Certificate: | /Common/SAML. crt (drop down)

Note: The certificate and key were previously imported

12. Click OK to complete the creation of the IdP service
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Create New IdP Service

& General Settings
& SAML Profiles

o Endpoint Seftings
& Assertion Seftings

igning Key :
ICommonSAML key

Signing Certificate :
ICommon/SAML crf

R nlas

4 Security Seftings

I* oK m Cancel

SP Connector
1. Click on External SP Connectors (under the SAML Identity Provider tab) in the horizontal naviga-
tion menu
2. Click specifically on the Down Arrow next to the Create button (far right)

3. Select From Metadata from the drop down menu

‘IG-\P (this device), in its role as a SAML Identity Provider, receives an authentication request from a service and in tum authenticates the user and sends an assertion back o the service,
respective buttons.

This application is usedto manag  Local IdP Senvices
Users can create, edit and delete

Artifact Resolution Senices

Ce ]
[ Name - SANL IdP Senvices Description Pariition Custom
[7] sami_office365 Predefined SP connector object for Office 365 Common From Metadata

From Template... »
I

4. In the Create New SAML Service Provider dialogue box, click Browse and select the
app.partner.com_metadata.xml file from the Desktop of your jump host

5. In the Service Provider Name field, enter the following: app.partner.com
6. Click OK on the dialog box
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Create New SAML Service Provider

app.partner.com_metadata.xml
app.partner.com

Select Signing Cerificate :

| Browse

on desktop

Note: The app.partner.com_metadata.xml file was created previously. Oftentimes SP providers will
have a metadata file representing their SP service. This can be imported to save object creation time
as has been done in this lab.

. Click on Local IdP Services (under the SAML Identity Provider tab) in the horizontal navigation

menu

. Select the Checkbox next to the previously created idp. f5demo.com and click the Bind/Unbind

SP Connectors button at the bottom of the GUI
Access » F L kdentity Provider : Local P 5

5~ SAML SAML Identity Provider urc OAuth Authonzation Server ~ | QAuth Client/ Res

| Local idP Services

{1 External SP Conneclors

| Anifact Resolution Senvices

[] | Name - | SAML SP Connectors Access Profiles | Portal Access Resources
II?I idp.f5demo.com-app I

[ Eat || Deete || BindunbindidP Connectors | [ ExportMetadata

. In the Edit SAML SP’s that use this IdP dialog, select the /Common/app.partner.com SAML SP

Connection Name created previously
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10. Click the OK button at the bottom of the dialog box

Edit SAML 5P's that use this IdP

5P Connectors associated with this IdP Service

[ Create SP Connector v]

[C]| SAML SP Connection Mame =

ICommaon/app.partner.cam

11. Under the Access ?> Federation ?> SAML Identity Provider ?> Local IdP Services menu you
should now see the following (as shown):

Name: idp.f5demo.com—-app
SAML SP Connectors: | app.partner.com

Access » Federation : SAML identity Provider : Local AP Services

N+ SAML Service Provider = | SAML Identity Provider = SAML Resource

1| Name « SANL SP Connectors

:J] idp.fSdemo.com-app app.partner.com

1.3.2 TASK 2 ? Create SAML Resource, Webtop, and SAML IdP Access Policy

SAML Resource

1. Begin by selecting Access ?> Federation ?> SAML Resources
2. Click the Create button (far right)

3. In the New SAML Resource window, enter the following values:

Name: partner?app
SSO Configuration: | idp.f5demo.com?app
Caption: Partner App

4. Click Finished at the bottom of the configuration window
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SAML Identity Provider ~ | SAML Resources  QAuth Authorization Server = | OAuth Client / Resource Server »  PingAccess -
————

|¥| # Name | ¢+ S50 Configuration K Paﬂﬁon!%]

No records to display.

Delete...

Access » Federation : SAML Resources » Hew SANML Resource...

General Properties
I MName I partner-app I
Description |
Publish on Webtop Enable
Configuration

330 Configuration | idp.fSdemo.com-app |w

Customization Settings for English

Language English
| Caption TParer fop |
Detailed Description |
Image Browse... | No file selected. ViewHide

Cancel | Repeat

Webtop

1. Select Access ?> Webtops ?> Webtop List
2. Click the Create button (far right)
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Access » Webtops : Webtop Lists

" -~ Webtop Lists Webtop Link List Webtop Section List | Hosted Content  ~

|| & Name Type Access Profiles < Partition / Path

3. In the resulting window, enter the following values:

Name: | full_webtop
Type: | Full (drop down)

4. Click Finished at the bottom of the GUI

Access » Webtops : Webtop Lists :» New Weblop..

General Properties

MName ‘I full_webtop I

e

Configuration
Minimize To Tray [ Enabled
Show awarning message
when the weblop window close Enabled
Show URL Enfry Field Enabled
Show Resource Search ] Enabled
Fallback Section
Initial State | Expanded |«

' Cancel | Repeat] Finished

SAML IdP Access Policy

1. Select Access ?> Profiles/Policies ?> Access Profiles (Per-Session Policies)
2. Click the Create button (far right)
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Access » Profiles | Policies : Ac

Access Profiles

F | search Import...
| v| | [~] Status ‘ « Access Profile Name + Application ¢ Profile Type Per-Session Policy Export Copy  Logs Virtual Servers + Partition / Path
| = access Al (none) (none) (none) Common

. In the New Profile window, enter the following information:

Name: idp.f5demo.com?policy
Profile Type: A1l (drop down)
Profile Scope: | Profile (default)

. Scroll to the bottom of the New Profile window to the Language Settings section

5. Select English from the Factory Built?in Languages menu on the right and click the Double Arrow

(<<), then click the Finished button.

. The Default Language should be automatically set

General Properties

I | idp fAdemo.com-palicy

ACCESS

Mame

Parent Profile

Profile Type

Profile Scope Profile

. e
Lanyuage Settings
Additional
Languages |Afar (aa) E
Factory Builtin Languages
Japanese (ja) -
Chinese (Simplified) (zh-cn)
Chinese (Traditional) (zh-tw)
Korean (ko)
Languages Spanish (es)
French (fr)
German (de)
e English (en) i |
Language

[ Cancel ][ Finished ]

7. From the Access ?> Profiles/Policies ?> Access Profiles (Per-Session Policies) screen, click the

Edit link on the previously created idp. f5demo.com?policy line
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Access » Profiles ! Policies : Access Profiles (Per-Session Policies)

Access Profiles

o -~ Per-Request Policies | Policy Sync Customization -

; | Search
¥| |~ Status * Name ¢ Application < Profile Type Access Policy Export Copy _Lngs
L access All (none) {none) (none)
E] L idp.fSdemo.com-policy All Export.. Copy.. default-log-setting

Delete... Apply Access Policy

8. In the Visual Policy Editor window for /Common/idp. f5demo.com?policy, click the Plus (+)
Sign between Start and Deny

Access Policy: /Common/idp.fSdemo.com-policy et Endings

start -=F+} peny

Add New Macro

9. In the pop-up dialog box, select the Logon tab and then select the Radio next to Logon Page, and
click the Add Item button

10. Click Save in the resulting Logon Page dialog box
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Eg.w fyping to search

Logon |4 (ieribcaton | Asserument ) [ Endpoint Security (Server e | Encipomt Secarity (Clent-ce) | General Purpose |

) Oirix Logon Prompt Configure logon optians for Dtrix dients
() External Logan Page Redirect user 1 externally hosted form-based web logon page
() HTTP 401 Response HTTP 401 Resporse for Basic or SPNEGO Kerbercs authenticalion
() HTTP 407 Response HTTP 407 Response for Basic or SPHEGO Kerberos authenbcation
Weh form-hased logon page for collectng end user oredentats (used with most deployments)
) Wrtual Keyboard Enables 3 virtual keyboard on the logon page for entering mredentials

() WMware View Logon Page Display logon screen on VMwane View dients

et [ien_] ™
11. In the Visual Policy Editor window for /Common/idp.f5demo.com?policy, click the Plus (+)
Sign between Logon Page and Deny

Access Policy: /Common/idp.fSdemo.com-policy | edtendngs

falback . [T | fallbag
Start +—{ Logon Page -+ Deny

Add New Macro

12. In the pop-up dialog box, select the Authentication tab and then select the Radio next to AD Auth,
and click the Add Item button
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O00 000000000000 0N dJd

Chent Cert Inspection
CRUDP Auth

HTTP Auth

LDAP Auth
LOAP Query
LocalDB Auth
NTLM Auth Result
OCSP Auth
On-Demand Cert Auth
OTF Generate
oTe verify
RADGIUS Acct
RADIUS Auth
RSA SecwrID
SAML Auth

TACACS+ Acct

Active Directory authentication of end user credentisls
Active Directory query to pull user attnbutes for use with resource assignment or other funchons, such as AD group
MApoINg

Check the resut of dient certificate authentication by the Local Traffic Clent 551 profile
Certficate Revocabon List Distributon Point (CRLDP) dient certificate authenbcaton
HTTP authentication of end user credentials

Kerberos authentcabon, typicaly follovang an HTTP 401 Response acton

LDAP authentication of end user credentials

LDAP query to pull user attrbutes for use with resource assignment or other functions, such as LDAP group mapping
Lacal Catabase Authentication

NTLM authentication of end user credentisls

Oniine Certificate Status Protocol (DCSP) cient certificate authenticabon

Dynamically intiate an SSL re-handshake and validate the received dient certificate
Generate Ore Time Passcode (OTF)

Verify One Time Passcode (OTF)

Send accounting messeges (o a RADIUS server when users log on and off

RADIUS authentication of end user credenbals

RESA SecurlD two-factor suthenbication of end user oedentisl

SAML Auth usng SAML Service Provider Interface

Send accounting messages o a TACACS + server when users log on and off

Lo

[ bieip

TEAAAR ¢ bk ccbenilen ol cadicmnn e deekiale

Ttem

i
3

13. In the resulting AD Auth pop-up window, select /Common/f5demo_ad from the Server drop down
menu

14. Click Save at the bottom of the window
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fPrnperties ] rEranm Rules ]

MName: |.ﬁ.D Auth

Active Directory

Type

|,.’Cnrnmnn,.’f5dernn_ad E|
Cross Domain Support

Complexity ched: for Password -
RES;: ty Dlsabled|:|

Show Extended Error Disabled | : |

Server

Max Logon Attempts Allowed ?E
Max Password Reset Attempts
Allowed ?El

15. In the Visual Policy Editor window for /Common/idp.f5demo.com?policy, click the Plus (+)
Sign on the successful branch between AD Auth and Deny

Access Policy: /Common/idp.fSdemo.com-policy  editendings
oy Jfalback | [ falback || "] Success u| ’_E
AD AU | pack . —
Add New Macro

16. In the pop-up dialog box, select the Authentication tab and then select the Radio next to AD Query,
and click the Add Item button
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JIO OO0 00 00O 00 0000 00 o0d

LDAP Auth

LDAP Query
LocalDB Auth
NTLM Auth Result
OCSP Auth
On-Demand Cert Auth
OTF Generate:
TP verify
RADIUS Acct
RADIUS Auth
RSA SecurlD
SAML Auth

TACACS+ Acct

Active Directory query to pull user atirbutes for use with resource assignment or other funchons, such as AD group
mapping

Check the result of dient cerlificate authentication by the Local Traffic Client S5L profile
Certificate Revocaton List Distrbuton Point (CRUDP) chent certificate authenbeation
HTTP suthsnltication of end user credentisle

Kerberos authentication, typically followang an HTTP 401 Response achon

LDAP authentcation of end user credentials

LDAP query fo pull user attributes for use with resource assignment o other functions, sudch as LDAP group mapping
Local Database Authentication

NTLM authentication of end user credenibials

Oniine Certrficate Status Protocol (OCSP) dient certificate authentcaton

Dynamically initiate an 551 re-handshake and validate the received dient certificate
Generate One Time Passcode (OTF)

Verify One Time Passcode (OTP)

Send accounting messages o a RADIUS server when users kg on and off

RADIUS authentcaton of end user credentals

REA SecurlD two-facler sulhenbealion of end user gedenlisk

SAML Auth usng SAML Service Provider Interface

Send socounting messages 1o & TACACS + server when users log on and off

LT T R PV TSR TISRY RN [ —— " .

{

17. In the resulting AD Query pop-up window, select /Common/ f5demo_ad from the Server drop down
menu
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JrPFDIZIEFﬁEE':] rEranch F‘.ules]

Mame: |.|5.D Query

Active Directory

Type

Server fCormmon,/f5demo_ad E|
SearchFilter

Fetch Primary Group Disabled | : |

Cross Domain Suppart Disabled | : |

Fetch Mested Groups Disabled | : |

Complexity chedk for Password _El

Reset Disabled

Max Password Reset Attempts

Allowed ?E

Prompt user to change password

before expiration nane E”':'—l

18. In the AD Query pop?up window, select the Branch Rules tab
19. Change the Name of the branch to Successful.

20. Click the Change link next to the Expression

[Pruxrﬁes Branch Rules™®
Add Branch Rule Insert Before: I 1: Successful :

) .

Expressnon User's Primary Group ID is 100

Name: falhack

21. In the resulting pop-up window, delete the existing expression by clicking the X as shown
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fSimpIE ] rAdvanced -]

User's Primary Group ID is

AND | add Expressiar

R

[ Add Elq:wessjnr]

22. Create a new Simple expression by clicking the Add Expression button

I Advanced |

i_Add an:ressiori[

23. In the resulting menu, select the following from the drop down menus:

Agent Sel: | AD Query
Condition: | AD Query Passed

24. Click the Add Expression Button

Active Directory Query has | Passed El

|_Add Expression |

25. Click the Finished button to complete the expression




[ simple | Advanced |

Active Directory Query has | Passed v x|
AND  Add Expression

OR

Add Expression

e [Tt -

fPrnErﬁEﬂ Branch I-'-'.ules*]

| Add Branch Rule |

A=l

26. Click the Save button to complete the AD Query

27. In the Visual Policy Editor window for /Common/idp.f5demo.com?policy, click the Plus (+)
Sign on the successful branch between AD Query and Deny
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Access Policy: /Common/idp.fSdemo.com-policy  edtendings | (Endings: mw.m@

—————— e ——————— -
Start fallback . P fallback — Successful — Sucos 3 D
AD Query
fallback
AD Auth +—»—} Deny
fallback T
t-—» } Deny
Add New Macro

28. In the pop-up dialog box, select the Assignment tab and then select the Radio next to Advanced
Resource Assign, and click the Add Item button

L

|Egg.lm fyping lo search

O

ACL Assign o

() AD Group Resource Assign Map ACLs and resources based on user Aclive Direclory group membership

(@)
@]
9

BWC Po
(Citrix Smart Access
Drynamic ACL

LDAP Group Resource Assign

ks Sechons and Wehtop
Assign

Pool Assign
ROG Pelicy bssign

Resource Assign

Rt Demain and SNAT
Selaction

550 Credential Mapping

Varable Asugn

Expression-based assignment of Connectivity Resources, Webtop, and ACLs

Assign Bandwidth Controller polcies

Enable Citrix SmartAccess Mers when deployving with XenApp or XenDeskiop

Assign and map Access Conirol Lists (ACLs) retrieved from an extermal directory such as RADILIS or LDAR
Map ACLs and resources based on user LDAP group membership

Assign a Webfop, Webtop Links and Webtop Sections

Assign & Local Traffic Pool

Assign an scoess profle to use fo authorize hostfport on the Remote Deskiop Gateway
Assign Connectraty Rescuroes

Drynamically select Route Domain and SNAT settings

Enabies Singl= Sign-On (330] credenbisls caching and sssigrs 550 varlables

Asmign custom variables, configuration variables, or predefined seasion varables

Specify a pobcy that wil apply to VMware View connections

29. In the resulting Advanced Resource Assign pop-up window, click the Add New Entry button

30. In the new Resource Assignment entry, click the Add/Delete link
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_IFF'rnperties*ﬁ| fEranch Rules 1

MName: [Advanced Resource Assign

31. In the resulting pop-up window, click the SAML tab, and select the Checkbox next to /Common/
partner—app

Begin typing to search in | Current Tab | =

sAML 1/1* Mlwebtop 1/1*
JComman/partner-app

Show 7 more tabs

['static ACLs 0/C

32. Click the Webtop tab, and select the Checkbox next to /Common/full_webtop

Begin typing to search in | Current Tab |+

[ static acts 0/0 | [samL 1/1% | [ webtop 1/1% |[ Static Pool 0/3 | Show 6 more tabs

O None

|@ [Common/ful_webtop |

33. Click the Update button at the bottom of the window to complete the Resource Assignment entry

34. Click the Save button at the bottom of the Advanced Resource Assign window
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35. In the Visual Policy Editor, select the Deny ending on the fallback branch following Advanced Re-
source Assign

Access Policy: /Common/idp.fSdemo.com-policy | edtendngs  (endngs: atow, Deny [defaut])

N N e
=

AD Query
AD futh BB

falback

Add New Macro

36. In the Select Ending dialog box, selet the Allow radio button and then click Save

Select Ending:

orct [ -

dp.fodemo.com-policy | edtendngs | (Endings: Alow, Deny [defat])

) e R e e e i ey

AD Auth Mb‘“-ﬂ- ',' Deny
=ty =

Add New Macro

1.3.3 TASK 3 - Create the IdP Virtual Server and Apply the IdP Access Policy

1. Begin by selecting Local Traffic ?> Virtual Servers
2. Click the Create button (far right)
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Local Traffic «» Virlual Servers : Virlual §

-

virtual Jerver List

Search Resst Search

z

Mo records 1o display

~ | Btalus ~ Nama | © Description | © Appiicabon © Destnabon | © Senace Port © Type Resources

Enabia Disable Delate.._

3. In the New Virtual Server window, enter the following information:

General Properties

Name: idp.f5demo.com
Destination Address/Mask: | 10.1.10.110

Service Port: 443
Configuration
HTTP Profile: http (drop down)
SSL Profile (Client) | idp.f5demo.com?clientssl

Access Policy
Access Profile: | idp.f5demo.com?policy
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General Properties

Mame idp f5dema.com

Partition / Path

Description

Type

Source Address

Destination AddressiMask

Semvice Port

443
Motify Status to Virtual Address
Ayailability ) Unknown (Enabled) - The children pool member(s) either don't have service che
Syncookie Status Off

State I Enabled :
Configuration: I Basic :

Protocol TCP

Protocol Profile (Client) | tcp | =
Protocol Profile (Server) (Use Client Profile) |Z|
HTTP Profile

FTP Profile

RTSP Profile I Mone :
S55H Proxy Profile INUne :

Available
Commaon -
app.fademo.com-clientss| E|
clientss|
clientsskinsecure-compatible
clientssl-secure =

SSL Profile (Client)

Selected Available
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Access Policy

Access Profile

Connectivity Profile

Per-Request Policy Mone | =
VDI Profile None |«
Application Tunnels (Java &

Per-App VPN) "I Enabled
—nwa e ' ==l —

4. Scroll to the bottom of the configuration window and click Finished

1.3.4 TASK 4 - Test the SAML IdP

1. Using your browser from the jump host, navigate to the SAML IdP you just configured at https://
idp.f5demo. com (or click the provided bookmark)

_,-'# E] https://idp.fsdemo.com x e

,

& | & https://idp.fsdemo.com

s Big-I E] idp.f5demo.com E] app.f5demo.com [] idp.partner.com [ app.partner.com

2. Log in to the IdP. Were you successfully authenticated? Did you see the webtop with the SP applica-
tion?

Note: Use the credentials provided in the Authentication section at the beginning of this guide
(user/Agility1)

3. Click on the Partner App icon. Were you successfully authenticated (via SAML) to the SP?
4. Review your Active Sessions (Access ?> Overview ?> Active Sessions)

5. Review your Access Report Logs (Access ?> Overview ?> Access Reports)

1.4 Lab 3: Kerberos to SAML Lab

The purpose of this lab is to deploy and test a Kerberos to SAML configuration. Students will modify a
previous built Access Policy and create a seamless access experience from Kerberos to SAML for connect-
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ing users. This lab will leverage the work performed previously in Lab 2. Archive files are available for the
completed Lab 2.

Objective:
« Gain an understanding of the Kerberos to SAML relationship its component parts.

» Develop an awareness of the different deployment models that Kerberos to SAML authentication
opens up

Lab Requirements:
« All Lab requirements will be noted in the tasks that follow

Estimated completion time: 25 minutes

1.4.1 TASK 1 — Modify the SAML Identity Provider (IdP) Access Policy

1. Using the existing Access Policy from Lab 2, navigate to Access ?> Profiles/Policies ?> Access
Profiles (Per-Session Policies), and click the Edit link next to the previously created idp.f5demo.com-

policy

Access » Profiles | Policies : Access Profiles (Per-Session Policies)

% ~ | Access Profiles Per-Request Polici i mc Customization -
|

¥ || Search
| |~ Stalus = Name ¢ Application * Profile Type Access Policy Export Copy Logs
m access All (none) (none) (none)
E] . idp.fSdemo.com-policy All Export Cop default-log-setting

Delete.. Apply Access Policy

2. Delete the Logon Page object by clicking on the X as shown

Access Policy: /Common/idp.fodemo.com-policy | editendngs | (endings: alow, Deny [defaut])

| = : # fal
m ialback + T §|+_, ‘5'-'¢=_==f"+_.,_| Advanced Resource mm]ﬂ,_,
falback :I
; :l
Ihﬂ. I m

£

| Successhul

A0 Query

Add Mew Maoro

3. In the resulting Item Deletion Confirmation dialog, ensure that the previous node is connect to the
fallback branch, and click the Delete button
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Item deletion confirmation
Do you really want to delete action ‘Logon Page'

Igwmnudnhlfalhad: Vlhﬂ:ﬁ .

O Delete all branches
Cancel | [Deete ] rep

4. In the Visual Policy Editor window for /Common/idp.f5demo.com?policy, click the Plus (+)
Sign between Start and AD Auth

Access Policy: /Common/idp.fS5demo.com-policy |edtendings  (endings: Allow, Deny [defnut])

] "¢ k
—————— b wl+—i’-{ Am-mmdpﬁu:m@n-lﬁ—+

{albacl:+

) oo |

Add Mew Macro

5. In the pop-up dialog box, select the Logon tab and then select the Radio next to HTTP 401 Re-
sponse, and click the Add Item button
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Segur fyping (o search

- Redrect wier 1o extemaly hosted form-bised wel kgon page

HTTP 401 Response HTTP 401 Response for Sasc or SPHEGO Merberos authenboston

HTTP 407 Respanse " HIT® 407 Response for Basc or SPHEGO Kerberas autharboaton
) Logen Page Wieh form-based lagor page for colecting end user cradensals [used with most deployments]
) wirnsl Keyboand Enables a wriual keybaard an e lgon page & entenn] cedentials

Wi & View LoQon Page Ciaclay logon saeen on VMwiare Vew dints

cance || | acdiem

6. In the HTTP 401 Response dialog box, enter the following information:

Basic Auth Realm: | £5demo.com
HTTP Auth Level: | basic+negotiate (drop down)

7. Click the Save button at the bottom of the dialog box
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JrF‘ererties‘} [Branch Rules]

MName: |H'I'I'F‘ 401 Response

401 Response Settings

Basic Auth Realm |F5demo. com| |
HTTF Auth Level I basic+negotiate | w
Customization
Language en [w Reset all defaults
Username

Logon Page Input Field #1

Password
Logon Page Input Field #2

Authentication required to access the resources.
HTTP response message

Click here if already logaed in
Logon Page Criginal URL

8. In the Visual Policy Editor window for /Common/idp. f5demo.com?policy, click the Plus (+)
Sign on the Negotiate branch between HTTP 401 Response and Deny

9. In the pop-up dialog box, select the Authentication tab and then select the Radio next to Kerberos
Auth, and click the Add Item button




|Egm typing to search

O LDAP Query

() LocalDB Auth

() NTLM Auth Result

) ocs auth

(0 on-Demand Cert Auth
) OTP Generste

() OTP Verify

() RADIUS Acct

() RADIUS Auth

() RSASecriD

Active Directory authenticaton of end user credentals

Active Directory query to pull user attributes for use with resource assgrment of other functons, such a3 AD group
mapping

Check e resull of dent cerbificate authenlication by e Local Traffic Chent S5L profile
Certificate Revocation List Distribution Point (CRLDP) dhent certificate suthenbication
HTTF authentcation of end user credentals

¥esberos authentication, typically following an HTTP 40 L Response action

LDAP authentication of end user credentials

LDAP query to pull user altributes for use with resource assignment or other functions; such as LDAP group mapping
Local Database Authentication

NTLM authenteation of end user credentials

Online Certificate Status Protocol (OCSP) dient certrficate authentcabon

Dynamicaly initiate an 5SL re-handshake and validate the received dient certificate
Generale One Time Passcode (OTP)

Verify One Time Passcode (OTP)

Send accountng messages to a RADIUS server when users log on and off

RADILS authentication of end user credentials

RSA SecurlD two-factor authentcation of end user redentials

SAML Auth using SAML Service Provider Interface

Send accounting messages to 8 TACACS+ server when users log on and off

(] i L LT T B R e e N L
Cancel Add Tt=m

10. In the Kerberos Auth dialog box, enter the following information:

AAA Server:

/Common/apm-krb-aaa (drop down)

Request Based Auth: | Disabled (drop down)

11. Click the Save button at the bottom of the dialog box

fProperﬁes ] [Eranch F‘.ules]

Name: [Kerberos Auth |

KERBEROS

AAA Server | [Common/apm-trb-aaa | w
Reguest Based Auth IMIZ[

Max Logon Attempts Allowed | 3 E|
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Note: The apm-krb-aaa object was pre-created for you in this lab. More details on the configuration
of Kerberos AAA are included in the Learn More section at the end of this guide.

12. In the Visual Policy Editor window for /Common/idp.f5demo.com?policy, click the Plus (+)
Sign on the Successful branch between Kerberos Auth and Deny

Access Policy: /Common/idp.fSdemo.com-policy |edtending | (endings: Deny [defsi], alow)

[t }-=E=a g LSV T, oot s advanced Resource assen |55+ plan |
oD A AL Gury falback | E

folbock E

P AR |\ s =

Kerberos Auth ke El

= o]

Mt New Mara

13. In the pop-up dialog box, select the Authentication tab and then select the Radio next to AD Query,
and click the Add Item button
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Iﬂeg.w typing lo search

Active Directory authentcation of end user credenbials

Active Directory query to pull user attnbutes for use with resource assignment or ather funchons, such as AD group
mapping

L Check the result of dient cerlificate suthentication by the Local Traffic Client S50 profile

0 P Auth Certificate Revocation List Distrbution Point (CRLDP) dient certificate authenbeation

() HTTP Auth HTTP authentication of end user cedentisls

() Kerberos duth Kerberas authentication, typicaly following an HTTP 401 Response action

() LDAP Auth LOAP suthentication of and user credentials

() LDAP Query LDAP query to pull user attributes for use with resource assignment or other functions, such as LDAP group mappng

() LocalD® Auth Local Database Authentication

() WTLM Auth Result WTLM authentication of end user credenibals

() oo Auth Orline Certfeate Status Pratocol (DESP) dient certficate authentcaton

() On-Demand Cert Auth Dynamically initiate an 551 re-handshake and vaidate the received dient certificate

() OTP Generate Generate Omne Time Passcode (OTF)

O ofP venfy Verify One Time Passcode (OTP)

) RADIUS Acct Send sccounting messages to & RADIUS server when users kog on and off

() RADIUS Auth RADIUS authentication of end user credentals

(") RSASecwID RSA SecurlD bwo-factor suthenbication of end user cedentisls

() sam Auth SAML Auth usng SAML Serwce Brovider Interface

() TACACS+ Acct Serid SL00UNTNG Mesages Lo & TACACS + server when usens leg on and off

v FARRAR ¢ bkl el o omdimmn mm il o
===l =

14. In the resulting AD Query(1) pop-up window, select /Commmon/f5demo_ad from the Server drop
down menu

15. In the SearchFilter field, enter the following value: userPrincipalName=%{session.logon.
last.username}
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16. In the AD Query(1) window, click the Branch Rules tab

fPrnperﬁes] [Branch Rules ]

Mame: |.ﬁ.D Query(1)

Active Directo

Type I Query

SErver | fCommon/f5demo_ad | w
userPrincipalMame =%{session.logon. last.username}

SearchFilter

Fetch Primary Group I Disabled | w

Cross Domain Suppart I Disabled | w

Fetch Mested Groups I Disabled | w

Complexity chedk for Password I—

Reset Disabled | v

Max Password Reset Attempts I_

Allowed 3 L

Prompt user to change password
before expiration

W |I:I

=
[=]
=
]

17. Change the Name of the branch to Successful.

18. Click the Change link next to the Expression

[Pruxrﬁes Branch Rules™®

Add Branch Rule

|

Expressnon User's Primary Group ID is 100

Insert Before: I 1: Successful :

MName: falhadk

19. In the resulting pop-up window, delete the existing expression by clicking the X as shown
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fSimpIE ] rAdvanced -]

User's Primary Group ID is

AND | add Expressiar

R

[ Add Elq:wessjnr]

20. Create a new Simple expression by clicking the Add Expression button

[Smpie® ) Advanced

Ir Add Emesm?r{

21. In the resulting menu, select the following from the drop down menus:

Agent Sel: | AD Query
Condition: | AD Query Passed

22. Click the Add Expression Button

Active Directory Query has | Passed E|

| Add Expression |

23. Click the Finished button to complete the expression




[ simple | [ Advanced |

Active Directory Query has | Passed v X
AND Add Expression
OR

Add Expression

o e

24. Click the Save button to complete the AD Query

T —

[Pru@rﬁes] Branch I-'-'.ules‘]

[ Add Branch Rule ]

Mame: [Successful

1l L E

25. In the Visual Policy Editor window for /Common/idp.f5demo.com?policy, click the Plus (+)
Sign on the Successful branch between AD Query(1) and Deny

26. In the pop-up dialog box, select the Assignment tab and then select the Radio next to Advanced
Resource Assign, and click the Add Item button
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|.§rp5.rrh fyping lo search

Map ACLs and resources based on user Active Directory group membership
Expression-based assignment of Connectivity Resources, Webtop, and ACLs

Assign Bandwidth Controller polcies

Enable Citrix Smartaccess fiters when deployving with XenApp or XenDeskiop

Assign and map Access Control Lists (ACLs) retrieved from an extermal drectory such as RADILS or LDAF
Map ACLs and resources based on user LDAR group membership

Assign a Webtop, Webtop Links and Webtop Sections

Assign a Local Traffic Pool

Assign an sccess profie to use o suthorize hostfport on the Remote Deskiop Gateway
Assign Connecmaty Resources

Dynamically gelect Route Domain and SNAT gettings

Enables Single Sign-On (550 eredentisls caching and assigns 550 varlables

Asmign custom variables, configurabion variables, or predefined session variables

Specify a pobcy that wil apply to VMware View connectiong

27. In the resulting Advanced Resource Assign(1) pop-up window, click the Add New Entry button

28. In the new Resource Assignment entry, click the Add/Delete link
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_IFF'rnperties*ﬁ| fEranch Rules 1

MName: [Advanced Resource Assign

29. In the resulting pop-up window, click the SAML tab, and select the Checkbox next to
/Common/partner-app

Begin typing to search in | Current Tab | =

SAML 1/1% ebtop 1/1%
/Commen/partner-app

Show 7 more tabs

[ static ACLs 0/C

30. Click the Webtop tab, and select the Checkbox next to /Common/full_webtop

Begin typing to search in | Current Tab |+

[‘static ACLs 0/0 | [ sAML 1/1% | [ Webtop 1/1= | [ Static Pool 0/3 | Show 6 more tabs

(O None

| (® /Common/full_webtop |

31. Click the Update button at the bottom of the window to complete the Resource Assignment entry

32. Click the Save button at the bottom of the Advanced Resource Assign(1) window
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33. In the Visual Policy Editor, select the Deny ending on the fallback branch following Advanced Re-
source Assign

ru:mPolicy: /Commen/idp.f5demo.com-policy  Edtindngs  (Endings: Alow. Demy [delnct]
| stort )

lalack Baiic "1 Succasstul
+=| =+ ——— e g ]

1'

sl
b o=
—Hy ®
TP 431 § m_'__»_ Sunun‘-ul‘_»_ S‘utnﬂﬁ.l_'_
A0 Query(]}
"‘!Rk+

| . =

I Add Mew Macra

34. In the Select Ending dialog box, selet the Allow radio button and then click Save

deectEnd'ng:
(O Deny O

Lot [Teoe ] -

35. In the Visual Policy Editor, click Apply Access Policy (top left), and close the Visual Policy Editor
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1.4.2 TASK 2 - Test the Kerberos to SAML Configuration

Note: In the following Lab Task it is recommended that you use Microsoft Internet Explorer. While other
browsers also support Kerberos (if configured), for the purposes of this Lab Microsoft Internet Explorer has
been configured and will be used.

1. Using Internet Explorer from the jump host, navigate to the SAML IdP you previously configured at
https.//idp.f5demo.com (or click the provided bookmark)

O https://idp.fsdemo.com +

€< B https://idp.fsdemo.com

5 Big-If E] idp.fSdemo.com appfsdemo.com [] idp.partner.com [] app.partner.com [] saas.fSdemo.com

2. Were you prompted for credentials? Were you successfully authenticated? Did you see the webtop
with the SP application?

3. Click on the Partner App icon. Were you successfully authenticated (via SAML) to the SP?
4. Review your Active Sessions (Access ?> Overview ?> Active Sessions)

5. Review your Access Report Logs (Access ?> Overview ?> Access Reports)

1.5 Lab 4: [Optional] SaaS Federation iApp Lab

The purpose of this lab is to familiarize the Student with the new SaaS Federation iApp. Students will use
the iApp to create a federation relationship with a commonly used Saa$S provider. This lab will leverage the
work performed previously in Lab 3. Archive files are available for the completed Lab 3.

Objective:

+ Gain an understanding of the new SaaS Federation iApp and its features.

+ Deploy a working SaasS federation using the iApp to a commonly used Saa$S provider
Lab Requirements:

+ All lab requirements will be noted in the tasks that follow

Estimated completion time: 25 minutes

1.5.1 TASK 1 — Create a new SaaS SAML Service Provider (SP)

1. Navigate to Access ?> Federation ?> SAML Identity Provider ?> External SP Connectors
2. Click specifically on the Down Arrow next to the Create button (far right)

3. Select From Metadata from the drop down menu
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SAML ldentity Provider : External SP Connectors

mider =  SAML Identity Provider ~ SAML Resources = OF

This application is usedto manag  Local ldP Senvices

#IG-IP (this device), in its role as a SAML Identity Provider, receives an authentication request from a service and in tum authenticates the user and sends an assertion back to the senvice.
Users can create, edit and delete

respeciive buttons.

Artifact Resolution Senices

Cee ]

[ ] Name ~ SAML |dP Senices Description Pariition Custom

[7] sami_oflice365 Precefined SP connector objectfor Office 365 Common

From Metadata

From Template... »
I

4. In the Create New SAML Service Provider dialogue box, click Browse and select the
SAMLSP-00D360000007jkp.xml file from the Desktop of your jump host

5. In the Service Provider Name field, enter: salesforce
6. Click OK on the dialog box

Create New SAML Service Provider

Select File™:
SAMLSP-00036000000]kp.xmi I Browse

Senvice Provider Name™:

salesforce

Select Signing Certificate :

1.5.2 TASK 2 - Deploy the SaaS Federation iApp

1. Navigate to iApps ?> Application Services -> Applications and click on the Plus (+) Sign as shown
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authentication request from a ser

This application is used to manag
T4} 1Apps
delete their SP

Templates

AWS [] app.partner.com

| saml_office365
||"-|=—“ —— - R

2. In the resulting New Application Service window, enter saas as the Name

3. Select £5.saas_idp.v1.0.rcl from the Template drop down menu

iApps » Application Services : Applications » New Application Service...

Template Selection: | Basic =]

. [ 75.5aas_idp.v1.0.0rct

Note: The iApp template has already been downloaded and imported for this lab. You can download
the latest iApp templates from https://downloads.f5.com/

Mame

Template

4. Configure the iApp template as follows:

SaaS Applications

Application: New federation relationship with salesforce.com
SP: salesforce

Display Name: | salesForce

SP Initiated: No

Saas Applications

‘Which SaaS
application
(and 8P
Connector) are
you using?

Appllcaﬁo'l MNew federation relationship with Sal&iforoeourr:l *I_;_s_gl_e;_:_s_fqr_‘f__ — j IDlspIay Naml SalesForce i Bl Iniliat X
Add

BIG-IP APM Configuration
What EntitylID do you want to use for your SaaS applica- | https://idp.f5demo.com/
tions? idp/£5/

Should the iApp create a new AAA server or use an existing | £5demo_ad

one?



https://downloads.f5.com/

BIG-IP APM Configuration

Haw is your EntityD farmatted? | | My EntitylD is a URL =

Select appropriate format used to identify provider (APM) to federation partners (Saas applications).

What EntitylD do you want to " ;
use foryour Saas applications? I hits:ifidp.fademo.comfidpifsi

Specify the glabally unigque, persistent URL ar URM that will be used to identify this [dentity Providerd

Should the iApp create a new
AAB cemar or use an existing |f5demu:u_ad E
one?

Choose whether you want the iApp ternplate to create a new AAA server ohject, or select the custom
specific requirements, we recammend allowing the idpp to create a new A48 server far the deploym

Wihich APM logging profile do

you wantto use? default-log-setting E

Selectthe AFM logging profile to use for the Access Palicy created by this iApp deployvment.

BIG-IP Virtual Server

What is the IP address clients will use to access the BIG-IP IdP Service? | 10.1.10.120

What port do you want to use for the virtual server? 443

Which certificate do you want this BIG-IP system to use for client authen- | idp.f5demo.com.

tication? crt

What is the associated private key? idp.f5demo.com.
key

BIG-IP IdP Virtual Server

What iz the IP address clients
will use to access the BIG-IP | 10110120
|dP Service?

Specify the IP address for the BIG-IP virtual server. Clients will resalve the FQDMN ofthe |

What port do you want to use fo
the wirtual server?

| 443

Specify the associated service port. The default portis 443,

Which cedificate da you want
this BIG-IP system to use for | idp.fademo.com.crt E|
client authentication?

Selectthe name of the cerificate the system uses for client-side S5L processing. The ¢

What iz the azzaciated private

key? | idp.fademo.com. key E|

Selectthe name ofthe associated 551 key.

Note: We are deploying the iApp on a different IP so that you can see how everything is built out;
however, this IdP will not work, as the idp. f5demo.com FQDN resolves to another IP. We are going
to use the iApp to create the SAML resource that we will assign to our existing access policy from Lab
3.

IdP Encryption Certificate and Key
Which certificate do you want to use to encrypt your SAML Assertion? | SAML.crt
What is the associated private key? SAML.key
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IDP Encryption Certificate and key
Which certificate do you want Ic

use to encrypt your SAML
Assertion?
Select the name of the certificate you importe:
select it. To select any new certificates and ke
IMPORTANT The |f cate can be either self-signed certifi

ard certificate to sign SAML assert

What is the associated private
key?

Select the name of the associated SSL key.

5. Scroll to the bottom of the configuration template and click Finished

6. Once deployed, you can review the built out SaaS Federation iApp at iApps ?> Application Services
?> Applications ?> saas

iIApps » Application Services : Applications » sass

¥+ ~ Properties Reconfigure Components Security Analytics

‘ Name Availability Type
= ==BIG-IP
= D 5ass Application Service
= I_] [Csass_vs 2 Unknown Virtual Server
|_1 10.1.10.120 Virtual Address
[=]sass_nttp Profile
E [j sass_client-ssl Profile

7. Review the new virtual servers created by the iApp at Local Traffic ?> Virtual Server ?> Virtual
Server List
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Local Traffic » Virtual Servers : Virtual Server List

I~ | Mitual Server List | Yirual Addr

:

El Status | =~ Mame = Description | = Application | = Destination
[l @ app fadema.com 10.1.10.100
[ (] idp fadema.com 10110110
[ (] gaas_redir_vs S3as 10110120
] a 5a35_vs Sads 10110120
| Enable || Disable || Delete..

8. Review the new Access Policy built by the iApp at Access ?> Profiles/Policies ?> Access Profiles
(Per-Session Policies) and select the Edit link next to the saas Access Policy

Access » Profiles | Policies : Access Profiles (Per-5ession Policies)

" ~ Access Profiles Per-Request Policies  Policy Sync Customization

B EEEI'I.‘-_I'I |

+ |~ Slatus = Name ¢ npplinﬂnnl ¢ Profile Type Access Pnliw- Expor

L arcess All (none) {none
B g app.fodemo.com-policy Al B8 Edit Expor
| » idp MSdemo.com-polic All 0 Edit Expor
| ] g

| saas  aas All B8 Edit Expor
 Delete.. || ApplyAccess Policy | .

9. Test the SaaS iApp by clicking on the bookmark in your browser.
b
el &4 Mew tab

] app.partnercoln E Saalifpp 10,110,120

Note: Navigating to the virtual server by IP will produce a certificate warning. This is expected. Click
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through the warning to see the resulting page.

1.5.3 TASK 3 - Modify the SAML IdP Access Policy

The previous task, Task 2, was to provide you an understanding of how the SaaS Federation iApp can
automatically build a configuration for you.

In this task we will be modifying the existing Webtop from prior labs to add the SaaS SalesForce application.
The purpose of the task is so you can see the F5Demo App and SalesForce in the same Webtop.

1. Using the same Access Policy from Lab 3, navigate to Access ?> Profiles/Policies ?> Access
Profiles (Per-Session Policies) and click the Edit link next to the previously created idp. f5demo.
com-policy

Access » Profiles | Policies : Access Profiles (Per-Session Policies)

% « | Access Profiles Per-Request Policies | Policy Sync Customization -

¥ | Search
| |~ Status ~ Name ¢ Application * Profile Type Access Policy Expot Copy Logs
= access All (none) (none) (none)
O Ll idp.fSdemo.com-policy All Export.. Copy.. default-log-setting

Delete... Apply Access Policy

2. In the Visual Policy Editor window for /Common/idp. f5demo.com?policy, click the Advanced
Resource Assign object.

Access Policy: /Common/idp.fSdemo.com-policy | edtendrgs | (Endign Atew, Deny [delsub])
[t ) 2ot | o ") Svoceshd |, | | Sucestul W e Rogource Asmcr! +_,
AD Oupr
A0 futh .- 1
= =
¢ Deny
BT S e T s P s =iy, SRRy
ADQueny(n |
Kerberos Auth ' % Deny I
-
falback :Iu
Add Mew Maorg

3. Click the Add/Delete link on the Resource Assignment item
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Mame: |Advanced Resource Assign{1)

Resource Assignment
Add new entry

SAML: /Common/partner-app
ornononyfull_webtop

4. Click the SAML tab, and select the checkbox next to /Common/saas.app/
saas_SalesForce_saml_resource_sso

Show 7 more tabs

.4 JCommon/saas.app/saas_SalesForce_sam|_resource_sso

5. Click the Update button at the bottom of the window to complete the Resource Assignment entry

6. Click the Save button at the bottom of the Advanced Resource Assign window

7. Repeat steps 2 - 6 with the Advanced Resource Assign (1) object

8. In the Visual Policy Editor, click Apply Access Policy (top left), and close the Visual Policy Editor
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Policy: /Common/idp.fSdemo.com-policy | EdtEndngs  (Bndings: ken, Deny [defaual)

el . Hey Y
Start fback I L o =k i‘".«m il Sucoshul (e Advanced Resoursoe Assign ]HM I =k
AD Query
' =
Hegetinie N Susewashul I— Falbomch
HITE 401 Responss + Acdvan(ed Resour op Assiani(1) +=x
an .
S — o |
falback | :'
faloack | | } D
Add New Macro

1.5.4 TASK 4 - Test the SaaS Federation Application

1. Using your browser from the jump host, navigate to the SAML IdP previously configured at https:/
/idp. f5demo.com (or click the provided bookmark)

O nttps://idp.fsdemo.com * | +

i _ﬂ https://idp.f5demo.com)l

idp.fSdemo.com app.fsdemo.com [] idp.partner.com [] app.partnercom [] saas.fidemo.com

2. Were you prompted for credentials? Were you successfully authenticated? Did you see the webtop
with the new SaaS SP application?

3. Click on the SalesForce icon. Were you successfully authenticated (via SAML) to the SP?
4. Review your Active Sessions (Access ?> Overview ?> Active Sessions)

5. Review your Access Report Logs (Access ?> Overview ?> Access Reports)

1.6 Conclusion

Thank you for your participation in the 301 Access Policy Manager (APM) Federation Lab. This Lab Guide
has highlighted several notable features of SAML Federation. It does not attempt to review all F5 APM
Federation features and configurations but serves as an introduction to allow the student to further explore
the BIG-IP platform and Access Policy Manager (APM), its functions & features.

1.6.1 Learn More

The following are additional resources included for reference and assistance with this lab guide and other
APM tasks.
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Links & Guides

* Access Policy Manager (APM) Operations Guide: hitps://support.f5.com/content/kb/en-us/
products/big-ip_apm/manuals/product/f5-apm-operations-guide/_jcr_content/pdfAttach/download/
file.res/f5-apm-operations-guide.pdf

» Access Policy Manager (APM) Authentication & Single Sign on Concepts: https:/support.f5.
com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0.html

+ SAML:

— Introduction: https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/
apm-authentication-sso-13-0-0/28.html#guid-28f26377-6e10-42¢9-883a-3ac65eab9092
- F5 SAML |IdP (ldentity Provider with Portal): https://support.f5.com/kb/

en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/29.html#
guid-42e93e4b-e4fc-4c3d-ae53-910641d5755¢

- F5 SAML |IdP (ldentity Provider without Portal): https://support.f5.com/kb/
en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/30.html#
guid-39ffed07-65f2-40b8-85ae-c80073cc4e82

- F5 SAML SP (Service Provider): https://support.f5.com/kb/en-us/
products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/31.html#
guid-be2cf224-727e-4a0f-aa68-676fdedbal37b

— F5 Federation iApp (Includes 0365): https://www.f5.com/pdf/deployment-guides/
saml-idp-saas-dg.pdf

- F5 0365 Deployment Guide: https://www.f5.com/pdf/deployment-guides/
microsoft-office-365-idp-dg.pdf

» Kerberos
— Kerberos AAA Object: (See Reference section below)

— Kerberos Constrained Delegation: http://www.f5.com/pdf/deployment-guides/
kerberos-constrained-delegation-dg.pdf

» Two-factor Integrations/Guides (Not a complete list)

— RSA Integration: https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/
apm-authentication-single-sign-on-12-1-0/6.html#conceptid

— DUO Security:
= https://duo.com/docs/f5bigip
= https://duo.com/docs/f5bigip-alt

— SafeNet MobilePass: htip://www.safenet-inc.com/resources/integration-guide/data-protection/
SafeNet_Authentication_Service/SafeNet_Authentication_Service  RADIUS Authentication_
on_F5 BIG-IP_APM_Integration_Guide

— Google Authenticator: https://devcentral.f5.com/articles/two-factor-authentication-with-google-authenticator-an
» Access Policy Manager (APM) Deployment Guides:

— F5 Deployment Guide for Microsoft Exchange 2010/2013: hitps:/f5.com/solutions/
deployment-guides/microsoft-exchange-server-2010-and-2013-big-ip-vi1

— F5 Deployment Guide for Microsoft Exchange 2016: https://f5.com/solutions/
deployment-guides/microsoft-exchange-server-2016-big-ip-v11-v12-ltm-apm-afm
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http://www.safenet-inc.com/resources/integration-guide/data-protection/SafeNet_Authentication_Service/SafeNet_Authentication_Service__RADIUS_Authentication_on_F5_BIG-IP_APM_Integration_Guide
http://www.safenet-inc.com/resources/integration-guide/data-protection/SafeNet_Authentication_Service/SafeNet_Authentication_Service__RADIUS_Authentication_on_F5_BIG-IP_APM_Integration_Guide
http://www.safenet-inc.com/resources/integration-guide/data-protection/SafeNet_Authentication_Service/SafeNet_Authentication_Service__RADIUS_Authentication_on_F5_BIG-IP_APM_Integration_Guide
https://devcentral.f5.com/articles/two-factor-authentication-with-google-authenticator-and-apm
https://f5.com/solutions/deployment-guides/microsoft-exchange-server-2010-and-2013-big-ip-v11
https://f5.com/solutions/deployment-guides/microsoft-exchange-server-2010-and-2013-big-ip-v11
https://f5.com/solutions/deployment-guides/microsoft-exchange-server-2016-big-ip-v11-v12-ltm-apm-afm
https://f5.com/solutions/deployment-guides/microsoft-exchange-server-2016-big-ip-v11-v12-ltm-apm-afm

— F5 Deployment Guide for Microsoft SharePoint 2010/2013: hitps:/f5.com/solutions/
deployment-guides/microsoft-sharepoint-2010-and-2013-new-supported-iapp-big-ip-v114-ltm-apm-asm-aam

— F5 Deployment Guide for Microsoft SharePoint 2016: https://f5.com/solutions/
deployment-guides/microsoft-sharepoint-2016-big-ip-v114-v12-ltm-apm-asm-afm-aam

— F5 Deployment Guide for Citrix XenApp/XenDesktop: https://f5.com/solutions/
deployment-guides/citrix-xenapp-or-xendesktop-release-candidate-big

— F5 Deployment Guide for VMWare Horizon View: https://f5.com/solutions/deployment-guides/
vmware-horizon-view-52-53-60-62-70-release-candidate-iapp-big-ip-v11-v12-ltm-apm-afm?
tag=VMware

— F5 Deployment Guide for Microsoft Remote Desktop Gateway Services: htips:/f5.com/
solutions/deployment-guides/microsoft-remote-desktop-gateway-services-big-ip-v114-ltm-afm-apm

— F5 Deployment Guide for Active Directory Federated Services: hitps:/f5.com/solutions/
deployment-guides/microsoft-active-directory-federation-services-big-ip-v11-ltm-apm

1.6.2 Reference: Kerberos AAA Object

The following is an example of the AAA Server object used in Lab 3: Kerberos to SAML Lab (the
/Common/apm-krb-aaa used in Task 1).

AD User and Keytab

1. Create a new user in Active Directory

2. In this example, the User Logon Name kerberos has been created
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https://f5.com/solutions/deployment-guides/microsoft-sharepoint-2010-and-2013-new-supported-iapp-big-ip-v114-ltm-apm-asm-aam
https://f5.com/solutions/deployment-guides/microsoft-sharepoint-2010-and-2013-new-supported-iapp-big-ip-v114-ltm-apm-asm-aam
https://f5.com/solutions/deployment-guides/microsoft-sharepoint-2016-big-ip-v114-v12-ltm-apm-asm-afm-aam
https://f5.com/solutions/deployment-guides/microsoft-sharepoint-2016-big-ip-v114-v12-ltm-apm-asm-afm-aam
https://f5.com/solutions/deployment-guides/citrix-xenapp-or-xendesktop-release-candidate-big
https://f5.com/solutions/deployment-guides/citrix-xenapp-or-xendesktop-release-candidate-big
https://f5.com/solutions/deployment-guides/vmware-horizon-view-52-53-60-62-70-release-candidate-iapp-big-ip-v11-v12-ltm-apm-afm?tag=VMware
https://f5.com/solutions/deployment-guides/vmware-horizon-view-52-53-60-62-70-release-candidate-iapp-big-ip-v11-v12-ltm-apm-afm?tag=VMware
https://f5.com/solutions/deployment-guides/vmware-horizon-view-52-53-60-62-70-release-candidate-iapp-big-ip-v11-v12-ltm-apm-afm?tag=VMware
https://f5.com/solutions/deployment-guides/microsoft-remote-desktop-gateway-services-big-ip-v114-ltm-afm-apm
https://f5.com/solutions/deployment-guides/microsoft-remote-desktop-gateway-services-big-ip-v114-ltm-afm-apm
https://f5.com/solutions/deployment-guides/microsoft-active-directory-federation-services-big-ip-v11-ltm-apm
https://f5.com/solutions/deployment-guides/microsoft-active-directory-federation-services-big-ip-v11-ltm-apm

& Create in: acme.com/acme-Users

First name: Initials:

Last name:

Full name:

User logon name:

kerberos [Eacme . com

User logon name (pre-Windows 2000):
ACME™

3. From the Windows command line, run the KTPASS command to generate a keytab file for the previ-
ously created user object

ktpass /princ HTTP/kerberos.acme.com@ACME.COM /mapuser acme\kerberos /
ptype KRB5_NT_PRINCIPAL /pass password /out c:\file.keytab

FQDN of virtual server: kerberos.acme.com
AD Domain (UPN format): | @ACME . COM
Username: acme\kerberos
Password: password

4. Review the changes to the AD User object
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Organization | Published Cedfficates | Member Of | Password Replication
Diial4n Object Security Environment Sessions
Remote control | Remote Desktop Services Profile | COM+ | Attribute Editor
General | Address | Account Profle | Telephones | Delegation

User logon name:
HTTP/erberos acme.com Eacme.com

User logon name (pre-Windows 2000):
ACME™, kerberos

Logon Hours... Log On To...

[w] Unlock account

Account options:

[ ] User must change password at next logon
[ ] User cannot change password

[+] Password never expires

[ ] Store password using reversible encryption

Accourt expires
(®) Newver
() End of: Tuesday . Aogust 9 2016

Kerberos AAA Object

1. Create the AAA object by navigating to Access ?> Authentication -> Kerberos
2. Specify a Name
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3. Specify the Auth Realm (Ad Domain)
4. Specify a Service Name (This should be HTTP for http/https services)
5. Browse to locate the Keytab File

6. Click Finished to complete creation of the AAA object

Access i Authentication :» Hew Server..

General Properties

Mame Kerberos_Ss0
Type Kerberos
Configuration
Auth Realm ACME.COM
Senvice Name HTTF
Keytab File Browse... Nofile selected.

Cancel  Repeat Finished

7. Review the AAA server configuration at Access ?> Authentication
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Class 2: OAuth Federation with F5

2.1 Lab Environment

All lab prep is already completed if you are working in the UDF or Ravello blueprint. The following informa-
tion will be critical for operating your lab. Additional information can be found in the *Learn More* section
of this guide for setting up your own lab.

Lab Credentials

Host/Resource Username | Password
Windows Jump Host user user
Big-IP 1, Big-IP 2 GUI (Browser Access) | admin admin
Big-IP 1, Big-IP 2 CLI (SSH Access) root default

Lab Network & Resource Design
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&) AGILITY 2017 Lab

331 OAuth Federation with F5 Environment

Big-IP 1 OAuth (C/RS)
10.1.1.4/24

Si~ Cloud-baseds,
{ Lab Environment

-

Student
Lapop

-
10.1.1.6/24

Management  gig-p 2 OAuth (C/RS)

() Jump Host = ($IG-1P-1(VE) (% 31G-1P-2 (VE) | ) Lab Server VLANSs

05 Windows 7 T™MOS 13.00 T™MOS 13.00 0os Ubuntu TMOS IP Subnet

External 10.1.20.210 Internal 10.1.10.10/24 Internal 10.1.10.11/24 Internal | 10.1.10.100/24 Internal 10.1.10.0/24

Mgmt. 10.1.1.6 External 10.1.20.10/24 External 10.1.20.11/24 10.1.20.0/24
— | Services Web Services

Mgmt. 10.1.1.4/24 Mgmt. 10.1.1.5/24 10.1.1.0/24

2.2 Lab 1: Social Login Lab

Note: The entire module covering Social Login is performed on BIG-IP 1 (OAuth C/RS)

2.2.1 Purpose
This module will teach you how to configure a Big-IP as a client and resource server enabling you to inte-
grate with social login providers like Facebook, Google, and LinkedIn to provide access to a web application.

You will inject the identity provided by the social network into a header that the backend application can use
to identify the user.

2.2.2 Task 1: Setup Virtual Server

1. Go to Local Traffic -> Virtual Servers -> Create

i |Search| I| Create... |
|¥| || ~| Status | ~ Mame < Description | = Application | = Destination | = Service Port | = Type | Resources | < Partition / Path
a dns_host_resolver 10.1.20.99 53 Standard Edit... Comman

| Enable || Digable || Delete... |
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2. Enter the following values (leave others default)
 Name: social.fbagility.com-vs
* Destination Address: 10.1.20.111
+ Service Port: 443

HTTP Profile: http

» SSL Profile (Client): f5agility-wildcard-self-clientssl

» Source Address Translation: Auto Map

‘General Properties

I Name || social fSagilty. com-vs I
Description |

Type [ Standard v

Source Address [
Destination Address/Mask i| 10.1.20.111 I
Service Port 443 [HTTPS ]

Notify Status to Virtual Address | []

State |Enabled |

Configuration: | Basic |

Protocol TCP v
Protocol Profile (Client) [tep v]
Protocol Profile (Server) [iUse Client Profie) v]
HTTP Profile niip V]
HTTP Proxy Connect Profile None v]
Traffic Acceleration Profile [None ]
FTF Profile None W
RTSP Profile None
Selected Available
- [ chentssHnsecure-compatible |
y ag ard-sefi-clientss <<| | chentssl-secure
S el {Clant) | J cryplo-senver-defaull-chentss!
[22]| splitsession-defautt-clientss!
wom-defaull-clientssi
Selected Available
[iCommon
Pr erver) [==]| apm-default-serverssi
et cryplo-dient-defaull-serverssl
[”] peoip-default-serverss
L serverss|
SMTPS Profile None
Client LDAP Profile None v
Server LDAF Profile None
SMTP Profile None v
VLAN and Tunnel Traffic [All VLANS and Tunnels |
Source Address Transtation [Auto Map | I

3. Select webapp-pool from the Default Pool drop down and then click Finished




Resources

Enabled Avallable
—sys_APW_ExchangeSuppor_helpsr ]
[== _sys_APM_ExchangeSupport_main

iRules _sys_APM_Office365_SAML_BasicAuth |

[32] | —sys_APM_activesync

_5y5_auth_krbdelegate
[Up] [Down|
Enabled Available

Policies | <
onanos t| )
Detault Persistence Prosile [None -]
Fallback Persistence Profie [None

| Cancel | | Repeat

4. Testaccess to https://social.f5agility.com from the jump host's browser.

You should be able to see the backend application, but it will give you an error indicating you have not
logged in because it requires a header to be inserted to identify the user.

[ Express x

& C | & Secure | https://social.f5agility.com el

F5 Guru Demo Login  Home  Help

Oh snap!
You have to login to use this application

2.2.3 Task 2: Setup APM Profile

1.

Go to Access -> Profiles / Policies -> Access Profiles (Per Session Policies) -> Create

 E— |

| |=|sahus = Access Frodhe Hame 4 Appbcaten © Prote Type | Paer-Sassen Pebcy Exsel Copy  Lags Vrlsd Seses © Fartton | Fath

a ranwy frane; (nate) Comren

[t | [Aaety |

Enter the following values (leave others default) then click Finished
* Name: social-ap
* Profile Type: 211

* Profile Scope: Profile
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+ Languages: English

Access i Profiles / Policies : Access Profiles (Per-Session Policies) :» Mew Profile...

General Properties

Mame ‘I social-ap I

Parent Profile aCless
Profile Type I[ All v |
Profile Scope I| Profile v ”
Language Settings
Additicnal Languages | Afar (za) ~ | [dd
) Factory Builiin Languages
I|EE&| Japanese (1) E
Chinese 2h-cn)
E;;n:l:l;mlhmuj (zh-tw)
- =,
Default Language Enghish (en) ~

3. Click Edit for social-ap, a new browser tab will open

I3 ] [ e impert |
v | =) Stwsm | = heras Profie e # Aopicaton ¢ Pofie Trpe Fur Biion Fuky Expen | Coy | Logs il Bavers |+ Pactian (P

P o - irema roes)

B e - e comncn

4. Click the + between Start and Deny, select OAuth Logon Page from the Logon tab, click Add ltem

Access Policy: /Common/social-ap [edit Endings| (Endings: Allow, Deny [default])

Ctagt hll' Deny

| Add New Macro |
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Lagon | [ duthersication | [ Asmgnment | (Endeoint Securky (Server-sice) | Endooim Secorit (Chest-Sie) | [ Genere Purpoee

Tt Logon Prompt Configure kgon optioes for Citvix clients.

External Logen Page Raedirect user to externaly hosted form-based web logon page

HTTP 401 Responsa HTTP 401 Response for Basic or SPNEGO Kerberos authentication

HTTF 407 Response HTTP 407 Response for Basic or SPNEGO,Kerberos authentication

Logen Fage Vieh ferm-based logon page for collecting end user credentials (used with most deployments)
®  Ghuth Lagon Pape ikt Lagon Pape wsed for (uth Cient uthenticabion |

Wirtual Kevboard Enables a virtual keybosrd en the logon page fer enbering credentisls

Whware View Logen Page  Display logen screem on VMware View dients

_;ah(el_l Add Tiem |

[e]
. Set the Type on Lines 2, 3, and 4 to none
rmpemﬂ‘ rBram:h R.uls]
Mame: | DAuth Logon Page
Logen Page Agent
|Snitdmintmmﬁd|m.me |'No ~] |
|0\PTOMC°I|ﬁumﬁn|| |'Nonc ] |
Type Past Variable Name Session Varisble Name  Clean Variable Velues Read Only
1 [radio osuthprovidertype [aauthprovidertype Mo | 3 [we |
ZI nane - I oauthprovidertyperope | [oauthprovidertyperope Mo
3 usemame | [usermame | e [T
-1 passward ] [password ] [he - No -
5 [none figds ] [hedss ] [ -]

. Change the Logon Page, Input Field #1 to “Choose a Social Logon Provider”

Customization [ Import |
[Language [ [Reset ol gefouis | |

Secure Logon <br> for F5 Networks

Form Header Text

Logon Page Input Field #1 Choose a Social Logon Provider |

F5=>F5;Google=>Google;Facebook=>Facebook; Fing=>Fing Identity; Custom=>Custom;ROPC=>ROFC
Lesit]

Input Field #1 Values

. Click the Values column for Line 1, a new window will open.

Type Post variable Mame Session Wariable Name  Clean Variable Wallies Read Only

1 |radio v |Dauthpr0vidertype | |Dauthpr0vidertype | MNo ¥ I|FS,'GDDgIe;Facebuok;F‘ing;CusI No T
Click Here

Alternatively, you may click [Edit] on the Input Field #1 Values line. Either item will bring you to the
next menu.

Customization Impart |

|L.|nguage | an Recet all defaults | |
Form Header Taxt |Eecur! Logon «<br: for F5 Networks

Lagon Page Ingut Field #1 Choose a Sodial Logon Provider

Iopuk Fekd #1 Vokes £5=>E5;Google=>Gaogle;Facebaak=>FacebaakPing=>Ping Identty;Custom=>Custom;ROPC=>ROPC

. Click the X to remove F5, Ping, Custom, and ROPC
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| Languge: en V]
Add Option | Insert | after last one -|
Value Text (Optional)
1 F5 F5 E@
2 Gmgle Gnngle ] [=] [x]
3 Facebook Facebook |a] =] [x]
4 Ping Ping Identity (o] [=] [x]
5 Custom Custom ) =) x|
6 |ropc | [rOPC | N E
Cancel Finished Help
9. Click Finished
| Languge: en |
Add Option | Insert | after last one /|
Value Text (Optional)
1 Google Google [=] 2]
p Facebook Facebook -l [
Cancel |FII1I5|'I-E1I:|| Help

[Properties™ | Branch Rules |
Name: |OAuth Logon Page

Lagon Page Agent

Split domain from full Usemame Mo ¥
CAPTCHA Configuration Mone ¥

Type Post Variable Name Session Variable Name  Clean Variable Values Read Only
1 | radic ¥ | |cauthprovidertype cauthprovidertype Mo ¥ IGoIe:Facehook - Mo ¥




Note: The resulting screen is shown

10. Go to the Branch Rules tab and click the X to remove F5, Ping, Custom, F5 ROPC, and Ping

ROPC
[ Praperties* | [ Branch Rutes |
(aiman] e w—
Momesrs ] ==]
e T .
Expression: OAuth provider is Google  change
Mame:[Facehook | EHEE
Eresion Ohuh provder i Fasdbosk hanae
Mame:[Png ] e
Expression: CAuth provider is Ping  thange
T [ — = |
o T I ——
Mame:[FsRoPC | = ]
Expression: Quth provider is ROPC AND Oduth ROPC provider is FSROPC  changs
Mome:[PingROPC | = @
Name: fallback
[ﬂl m (*Dats in tab has bean changad, plasse don't forget to save) lﬂl

11. Click Save

[Broperties™ | Branch Rules* |

Insert Befores 1. /5

|
&
B

tame:[Gosgle | e
Expression: QAuth provider is Google  changs
Mame: [Facebock | Bl

&

Hame: Custom

Mame: F5 ROPC

EEEE

Name: Ping ROPC
Name: falback

I *Data in tab has been changed, please don't forget to save)

12. Click Apply Access Policy in the top left and then close the browser tab
f5 I Apply Access Policy

Access Policy: /Common/social-ap (Endings: Allow, Deny [default])

fallback e "] Google N E
OAuth Logon Page Fil‘:i':":“:"':+—»—E
fallback s :ﬁ

4
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2.2.4 Task 3: Add the Access Policy to the Virtual Server

1. Go to Local Traffic -> Virtual Servers -> social.f5agility.com-vs

Local Traffic » Yirtual Servers : Virtual Server List

" - | “itual Server List | Widual Addr List | Statistics

* |Searn::h|

'+ | Status |« Mame = Description =
I_I | dns_host resolver

CJ ] | social agility. com-vs !

2. Modify the Access Profile setting from none to social-ap and click Update

Access Policy

Access Profile I| social-ap W I
Connectivity Profile None v
Per-Request Policy Mone W
VDI Profile Mone W
igllﬁ;ﬁh Tunnels (Java & Per- [ ] Enabled

OAM Support || Enabled
FPingAccess FProfile MNone

| Update l Delete

3. Test access to hitps://social.f5agility.com from the jump host again, you should now see a logon page
requiring you to select your authentication provider. Any attempt to authenticate will fail since we have
only deny endings.
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https://social.f5agility.com

O sccialfSagility.com X

(> C | @ Secure | https:/social.fSagility.com/my.policy 1

f§

Secure Logon
for F5 Networks

Choose a Social Logon Provider
® Google
) Facebook

Logon

2.2.5 Task 4: Google (Built-In Provider)

Setup a Google Project

1. Login at https://console.developers.google.com

5 sepeciarem =

Gocgle

Signin

10 continut o Googhe Cloud Platform

il e

.
Eghah nded Slatea) ~ [ i

Note: This portion of the exercise requires a Google Account. You may use an existing one or create
one for the purposes of this lab

2. Click Create Project and give it a name like “OAuth Lab” and click Create

= Google APl Q

¢ Manage Resources

No projects match the filter

Resources pending deletion



https://console.developers.google.com

= Google
New Project

Project name
OAuth Lab I

Your project ID will be oauth-lab-168918 . Edit

l Create ] Cancel

Note: You may have existing projects so the menus may be slightly different.

Note: You may have to click on Google+ APl under Social APls

3. Go to the Credentials section on the left side.
= Google aQ T 0 0
APT API Manager Library

(B o0 A

Paopular APIs

q Boagh Cloud APl

Note: You may have navigate to your OAuth Lab project depending on your browser or prior work in
Google Developer

4. Click OAuth Consent Screen tab, fill out the product name with “OAuth Lab”, then click save
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Google APls OAuth Lab = Q

API API Manager Credentials
1:* Dashboard Credeniials QAuth consent screen Damain werification
- Libra
- x Email address
O Credentials <Thiz will be your Google Accownt 1D -

Product name shown 1o users
Ouwuth Lab

Hamepage URL
htdps.4" or hidp.y
Product loge URL
hitp./fweanw example com/logo. png

This i how your logo will look 1o &nd wiers
Max size: 1200120 px

Privacy policy URL
Optional until you deploy your app

nttps.0" o hidp.y

Terms of service URL

hitps:// or hitp./f

Save Cancel

5. Go to the Credentials tab (if you are not taken there), click Create Credentials and select OAuth
Client ID




= Google Qaah i ab = Q LI

RAPI AP Manager Credentials
e [
by
o Credentisls i
Credentials

6. Under the Create Client ID screen, select and enter the following values and click Create
» Application Type: Web Application
* Name: OAuth Lab

+ Authorized Javascript Origins: https://social.f5agility.com

» Authorized Redirect URIs: https://social.f5agility.com/oauth/client/
redirect
= Google Outh Lab = q # oD
API API Manager ¢« Create client ID

108 Laam mars
PrayStation 4
Other

Neme

Restrictians

Aushoeized JavaSeript ariging
F 15 From a b

| etes.irsocial rsaginey comvomuthvciantiradirect |

[ELEEY | cancel

7. Copy the Client ID and Client Secret to notepad, or you can get it by clicking on the OAuth Lab
Credentials section later if needed. You will need these when you setup Access Policy Manager
(APM).
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OAuth client

Here is yvour client 1D
<This will be your specific client ID> |
Here is your client secret

<This will be your specific client secret> 0

OK

8. Click Library in the left-hand navigation section, then select Google+ APl under Social APls or
search for it

= Google Qauth Lab * Q @
RAPI API Manager Library
Dashboard cgle APl3
lﬂ Libirary I
[Epear all 100+ AF
O Credentials

Popular APIS
Google Cloud APl Googhe Cloud Maching Leaming
Compute Engine AP Vision API
BigQuery APY Nabural Langusge AP

Cloud Storage Service

 Manager AFI

Googier Pages AP
Googer Domains AP

9. Click Enable and wait for it to complete, you will now be able to view reporting on usage here

= Googe aurian - a

# 0 0 s | @
RPI AP Manager i Googler API
gy —

Ahoas this A7| L LT
i by

T P

on Crecrisn

ing crcdestiols W this A
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= Googe ENEIPTR a nea+ g

APT API Manayer 4 Grogls API LLEU

ke Anout this &P Decstamalz Ty RS AT

S M o - e iteat A DEWe A%ws Tamn lie | SEeme

RN By mpave pae

Frerk  garinsiue -

10. For Reference: This is a screenshot of the completed Google project:

= Google b Lab %
API AP Manager & Client ID for Web application * pawnioanason  CF RCSCTSEC
»  Dasthowa

Client 1D Vi il oy s ol cliant 1L

L
Cltent smcree <This Wil be your spechc dient secret
= Craxton dues Wiy 37, 2017, 130725 M
Hame
[t

Restrictions

suathericed avaserist

ttpe: trsactal tagi tycom

Configure Access Policy Manager (APM) to authenticate with Google

1. Configure the OAuth Server Object: Go to Access -> Federation -> OAuth Client / Resource
Server -> OAuth Server and click Create

+ =t e
o vcsn b Sy
|

2. Enter the values as shown below for the OAuth Server and click Finished
* Name: Google
* Mode: Client + Resource Server
» Type: Google
+ OAuth Provider: Google
* DNS Resolver: cauth-dns * (configured for you) x
e ClientID: <Client ID from Google>
* Client Secret: <Client Secret from Google>
+ Client’s ServerSSL Profile Name: apm-default-serverssl
« Resource Server ID: <Client ID from Google>

* Resource Server Secret: <Client Secret from Google>
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* Resource Server’s ServerSSL Profile Name: apm-default-serverssl

Access » Federation : QAuth Client / Resource Server : OQAuth Server »» New OAuth Server Configuration...

General Properties

I Name I Google I

Description

Mode Client + Rasource Server ~

e Googe 1]
OAuth Provider [ '

DNS Resolver [+]|[cauth-dns -
Selected Available
- . [iCommaon -
iRules [==]| " _sys_aPM_ExchangeSupport_OA_BasicAuth
=] _5ys_AFM_ExchangeSupport_OA_NtimAuth
_sys_APM_E: _helper
Token Validation Interval 1] minutes
Client Settings
I Client Id I <This will be your specific Google client D>
Client Secret | <This will be your specific Google client secret>
I Client's ServerSSL Profile Name |[apm-default-serverss| v] I
Resource Server Settings
I Resource Server ID <This will be your specific Google client ID>
Resource Server Secret [ <This will be your specific Google client secret>

Resource Server's ServerSSL
Profile Name

[ gt [Ered]

I:apm-ueraun-semrssl | I

3. Configure the VPE for Google: Go to Access -> Profiles / Policies -> Access Profiles (Per Session
Policies) and click Edit on social-ap, a new browser tab will open

| -] Stz | = hcraes Profie e © Appicatn  Profie Trpa | For-Sissen Poby Expont | Copy | Logs s Barers © Pattan (Pan

" e s iress froey  jaanal [—

4. Click the + on the Google provider’s branch after the OAuth Logon Page

Access Policy: /Common/social-ap (Endings: Allew, Deny [default])

[t -2+ ==} e
QAuth Logon Page Mi-
et e

Add New Macr